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2.  Scope, Scan (Test) and Report (Creation/Review) Details

Following Website is considered as scope of work. During the security assessment we have
evaluated security of the modules from the application.

Scope of the work

Application Name Prologic E Invoice
Scope Website Audit
Audit URL https://gsteinvoice.com/

Audit Activities and Timelines

Start Date 15-July-2024
End Date 24-July-2024
Scan / Test Time 09 Working Days

Report Created / Reviewed / Approved / Released By

Report Created By Mr. Sachin (Information Security Analyst)
Report Reviewed By Mr. Deepak (Sr. Information Security Analyst)
Report Approved By Mr. Pawan (Director)

Report Released By Mr. Sunil (Sr. Information Security Analyst)
Report Released Date 24-July-2024

Essential Infosec Pvt. Ltd. Confidential
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3. Assessment Methodology

A hybrid approach is followed to perform the assessment that is a combination of tools is used to discover
the wide range of vulnerabilities. Additionally, the assessment being adaptive in nature allows us to
control the assessment methodology as per the application functionality to focus on the critical areas of
the application. The attack vectors are controlled as per the assessment needs and the attack selection
ensures maximum coverage of the application.

Following diagram represents the assessment approach:

Eliminate

Test planning vulnerabilities

. f.ollecl _ ; o Eliminate or
o Meeting with information about It E::J'::li:l::n ¢ Create the report reduce probability
customer system being o : nf l for system's of found
tested bbbt owner, including vulnerabilities
4 vulnerabilities found
* Align test goals P ial o
and scope L st : vulnerabilities and
vulnerabilities recommendations
detection

to eliminate them

Figure 1

The table below describes various levels and types of assessment. The type of assessment done for
current assessment is available in the “Assessment Scope” section of the document.

Level Type Information

Safe scan discovers minimum types and instances of vulnerabilities. The
safe scan mode avoid fault injection such as Java Scripts, HTML tags,
crafted SQL queries etc. to ensure that the application retains its state at

1 Safe the end of the assessment. Any fault injections that may trigger Denial of
Service situation are avoided in safe scans. Safe scan suits most when the
assessment is to be done on a live application instance, and has already
undergone either Standard or Destructive scan/s.

Standard scan discovers and exploits most standard checks such as OWASP
Top 10 checks. The standard scan performs fault injection such as Java
Scripts injection, HTML tag injection, crafted SQL queries etc. Any fault
injections that may trigger Denial of Service situation are avoided in
standard scans. Standard scan suits most when the assessment is to be
done on a staging/pre-prod/testing application instance.

Destructive scan discovers and exploits most comprehensive checks
including checks that may trigger Denial of Service Attacks situations for

3 Destructive | the application. Destructive scan is usually done on staging/pre-
prod/testing application instance. A destructive scan on a live environment
is avoided on live/production systems unless it is really required.

2 Standard
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The vulnerabilities discovered are associated with a risk level that indicates how critical the vulnerability is
and helps application owners/developers to prioritize the vulnerabilities and choose an appropriate
mitigation approach.

Risk Level Information and Necessary Actions

Risk Level Risk Description and Necessary Action

The high risk level indicates maximum risk associated with a specific
vulnerability instance. Such wulnerability may enable an attacker to
successfully exploit the underlying application and its data and partially or
completely to compromise the application and its data to modify application
behaviour to become other than its original intended purpose. The
vulnerability marked as “High Risk” is recommended to be handled with
utmast priority.

The medium risk level indicates considerable risk associated with a specific
vulnerability instance. Such vulnerability may enable an attacker to exploit
the underlying application and its data to a particular level so that the
attacker can gain low level information about the application. Such
information can be used by an attacker to craft more specific attacks based
on the information collected. The vulnerability marked with “Medium Risk”
should be mitigated at the earliest or soon after “High Risk” vulnerabilities
are mitigated.

The low risk level indicates lowest risk associated with a specific
vulnerability instance. Such vulnerability may allow an attacker to gain some
information about the application which was not intended to be known
otherwise. The attacker may not have exploiting technigues available at that
instance based on the information revealed by the system. The vulnerability
marked with “Low Risk” can be mitigated soon after high and medium risk
vulnerabilities are mitigated.

High

Low

Figure 2
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Severity Level Information and Description

SEVERITY CVSS SCORE

DESCRIPTION

Critical Business Impact - e.g., Remote Code Execution, Database

9.00-10.00 . . .
Access, System Take Over. Requires fix immediately.
High Business Impact - e.g., Bypassing security controls, arbitrary
7.00 - 8.99 script execution, takeover any user’s account, bypass of user accounts
on critical parts of the site. Requires fix as soon as possible
MEDIUM 4.00 - 6.99 Typically, vuInera.b.|I|t|es that rqulres the attacker to combine it with
another vulnerability to cause serious damage
LOW 0.01—3.99 C.an_ cause annoyf:\r.\ce to the user and be used in a combination with
similar vulnerabilities.
0.0 Bugs that do not create a threat directly or indirectly fall under this
) category.
Table 1
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4, Assessment Constraints

There were no assessment constraints during the security audit.

5. Tools Used

The below tools/scans/scripts were used for security audit:

e BurpSuite Professional (Commercial)
¢ Nmap (Open Source)

e Kali Linux Tools (Open Source)

e SSL Labs (Open Source)

® Acunetix (Commercial)

8 Essential Infosec Pvt. Ltd. Confidential
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Standard Followed

Below are the standards followed for VAPT —

1. Open Web Application Security Project (OWASP)

2. SysAdmin, Audit, Network, and Security (SANS)

3. Penetration Testing Execution Standard (PTES)

4. Payment Card Industry Data Security Standard (PCI DSS)

5. Information Systems Security Assessment Framework (ISSAF)

6. Open-Source Security Testing Methodology Manual (OSSTMM)
g | Essential Infosec Pvt. Ltd. Confidential
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7. OWASP Top 10 and SANS 25 Application Security Risks

The Common Weakness Enumeration (CWE) is a list of software security vulnerabilities found all
throughout the software development industry. It’s a community-driven project maintained by MITRE, a
non-profit research and development group. For each entry, the CWE provides a description of the
vulnerability and steps for mitigating it.

MITRE partnered with the SANS Institute to develop the CWE/25, a list of the 25 most critical software
vulnerabilities. A similar list is provided in the Open Web Application Security Project (OWASP) Top 10
Project, which is also a community-driven compilation of software vulnerabilities. Although the CWE/25
and OWASP Top 10 are different, they share many of the same vulnerabilities. Here is a list of the OWASP
Top 10 entries for 2021 and their corresponding CWEs.

OWASP Top 10 | SANS CWE Top 25

1. CWE-787 Out-of-bounds Write
A01:2021-Broken Access Control

2. CWE-79 Improper Neutralization of Input During

A02:2021-Cryptographic Failures Web Page Generation (‘Cross-site Scripting’)
o 3. CWE-89 Improper Neutralization of Special
A03:2021-Injection Elements used in an SQL Command (‘'SQL
Injection")

A04:2021-Insecure Design
4., CWE-416 Use After Free

A05:2021-Security Misconfiguration 5. CWE-78 Improper Neutralization of Special
Elements used in an OS Command ('OS Command

A06:2021-Vulnerable and Outdated Injection’)

Components

Authentication Failures
7. CWE-125 Out-of-bounds Read

A08:2021-Software and Data Integrity
Failures 8. CWE-22 Improper Limitation of a Pathname to a

A09:2021-Security Logging and Restricted Directory (‘Path Traversal')
Monitoring Failures

9. CWE-352 Cross-Site Request Forgery (CSRF)

10. CWE-434 Unrestricted Upload of File with
Dangerous Type

A10:2021-Server-Side Request 11. CWE-862 Missing Authorization
Forgery
12. CWE-476 NULL Pointer Dereference

13. CWE-287 Improper Authentication

10 Essential Infosec Pvt. Ltd. Confidential




Prologic Web Solution Private Limited - Prologic E Invoice Web Application VAPT Final Report

14. CWE-190 Integer Overflow or Wraparound

15. CWE-502 Deserialization of Untrusted Data

16. CWE-77 Improper Neutralization of Special
Elements used in a Command (‘Command

Injection’)

17. CWE-119 Improper Restriction of Operations within
the Bounds of a Memory Buffer

18. CWE-798 Use of Hard-coded Credentials
19. CWE-918 Server-Side Request Forgery (SSRF)

20. CWE-306 Missing Authentication for Ciritical
Function

21. CWE-362 Concurrent Execution using Shared
Resource with Improper Synchronization ('Race
Condition")

22. CWE-269 Improper Privilege Management

23. CWE-94 Improper Control of Generation of Code
(‘Code Injection’)

24. CWE-863 Incorrect Authorization

25. CWE-276 Incorrect Default Permissions

Table 2

11
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8. Zero-day (0-day) Application Security Risks

During the security testing, checks were also performed for any zero-day vulnerabilities / attacks.
Below is the brief summary of Zero-day (0-day) security risks —

"Zero-day" is a broad term that describes recently discovered security vulnerabilities that hackers can use
to attack systems. The term "zero-day" refers to the fact that the vendor or developer has only just
learned of the flaw — which means they have “zero days” to fix it. A zero-day attack takes place when
hackers exploit the flaw before developers have a chance to address it.

Zero-day is sometimes written as 0-day. The words vulnerability, exploit, and attack are typically used
alongside zero-day, and it’s helpful to understand the difference:

A zero-day vulnerability is a software vulnerability discovered by attackers before the vendor has become
aware of it. Because the vendors are unaware, no patch exists for zero-day vulnerabilities, making attacks
likely to succeed.

A zero-day exploit is the method hackers use to attack systems with a previously unidentified
vulnerability.

A zero-day attack is the use of a zero-day exploit to cause damage to or steal data from a system affected
by a vulnerability.

Protection against zero-day attacks —

For zero-day protection and to keep your computer and data safe, it’s essential for both individuals and
organizations to follow cyber security best practices. This includes:

Keep all software and operating systems up to date. This is because the vendors include security patches
to cover newly identified vulnerabilities in new releases. Keeping up to date ensures you are more secure.

Use only essential applications. The more software you have, the more potential vulnerabilities you have.
You can reduce the risk to your network by using only the applications you need.

Use a firewall. A firewall plays an essential role in protecting your system against zero-day threats. You
can ensure maximum protection by configuring it to allow only necessary transactions.

Within organizations, educate users. Many zero-day attacks capitalize on human error. Teaching
employees and users’ good safety and security habits will help keep them safe online and protect
organizations from zero-day exploits and other digital threats.

Use a comprehensive antivirus software solution.

12 Essential Infosec Pvt. Ltd. Confidential
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9. Engagement Scope
S.No URL Hash Value Version
1 https://gsteinvoice.com/ Not Available
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10. Details of the Auditing team

S. No | Name Designation Email Id Professional Whether the resource
Qualifications/ has been listed in the
Certifications Snapshot information
published on CERT-
In’s website (Yes/No)
pawan@essen
1 Pawan Srivastava Director tialinfosec.co | CEH, ISO 27001 LA YES
m
. ) deepak@esse
Senior Security .
2 Deepak Gupta . ntialinfosec.co CEH YES
Auditor
m
. Senior Security |[sunil@essenti
3 Sunil . ) CEH NO
Auditor alinfosec.com
omkar@essen
4 Omkar Security Auditor | tialinfosec.co LA NO
m
14 Essential Infosec Pvt. Ltd. Confidential
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11. Server Details

11.1 0OS / Web Server / Technology Details
OS Server Linux CentOS
Web Server Apache
IP Address 103.129.97.22
Port 443
Technology Used PHP

Essential Infosec Pvt. Ltd. Confidential




Prologic Web Solution Private Limited - Prologic E Invoice Web Application VAPT Final Report

12. Information Gathering

12.1 Identification of Spiders, Robots and Crawler
The first phase in security assessment was focused on collecting as much information as possible
about a target application.
Tests Conducted:
The site and contains robots.txt or not.

While searching: https://gsteinvoice.com/robots.txt

Results:

<« Cc 2% https://gsteinvoice.com/robots.txt

404 Page Not Found

The page you requested was not found

Severity: NIL

16 Essential Infosec Pvt. Ltd. Confidential
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12.2

Tests Conducted:

Search Engine Discovery/Reconnaissance

Using the advanced "site:" search operator, it is possible to restrict Search Results to a specific

domain.

Results:

To find the web content of site indexed by Google Search, the following Google Search Query is

issued:

site: https://gsteinvoice.com/

17

« C = hitpsy/www.google.com/search?q=site%3A +https%3A%2F36F gsteinvoice. com¥%2Faisca_esv=ab2585b2b0b24f448sca upv=18r1z=1C1IONGR enl.. Yr g & 7g @ @ T ° b} &
Go g|e site: hitps://gsteinvoice.com/ X y & Q a
All
GsT
https //einvoice1.gst govin  §

e - Invoice System @

This site can be best viewed in Firefox 43.5 and above ,IE 11 and above ... https://einv-

apisandbox.nic.in ). In case the 6 digit HSN code is not
Portal Login @
e-Invoice Registration Form. [indicates mandatory fields
e-Invoice Status of Taxpayer @
If your PAN has not exceeded the notified Aggregate Annual
e-Invoice Enablement Form @
e-Invoice Enablement Form, [indicates mandatory fields
CBT@®
Topic, Video. Introduction to e-Invoice System. IRN Generation
Master Codes @
State Code, State Name. 1, JAMMU AND KASHMIR. 2
More results from gst.gov.in »

Severity: NIL
Essential Infosec Pvt. Ltd. Confidential
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To display the index of Web Application cached by Google, the following Google Search Query is

issued

cache:https://gsteinvoice.com/

<« x 25 hitpsy//webcache.googleusercontent.com/search?q=cache%3Ahttps%3A%2F%2F gsteinvoice.com¥62F&rlz=1C1ONGR_enIN1084IN1084&0qg=cach... ¥ % ® = ] T 0

This is Google's cache of hitps /igsteinvoice.com/. It is a snapshot of the page as it appeared on 16 Jul 2024 02'14:29 GMT The currant page could have changed in the meantime. Learn more

Full version  Text.only version  View source
Tip: To quickly find your search term on this page, press Ctri+F or 38-F (Mac) and use the find bar

Gty [==]

W J KENDTA

100% Safe & Sccurc!

Simple GST Billing

Generate invoices, purchases, and quotations quickly. Easily share them on WhatsApp with

payment links for faster payments!

Sign Up for Free

Severity: NIL

18
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12.3 Port Scanning

Tests Conducted:

Using the Nmap we checked for Open Ports for the following website.

Results:

site: https://gsteinvoice.com/

19

Hosts Services Nmap Cutput Ports / Hosts ~ Topology Host Details Scans
0s Host . Port Protocol State Service Version
£ gsteinvoice.com (103.129.97.22) @ tep open  ftp Pure-FTPd
@ = tcp open smtp
6 53 tcp open domain ISC BIND 9.11.4-P2 (RedHat Enterprise Linux 7)
6 80 tcp open http Apache httpd
@ 110 tcp open pop3 Dovecot pop3d
@ 143 tcp open imap Dovecot imapd
6 443 tcp open http Apache httpd
6 465 tcp open smtp Exim smtpd 4.96.2
@ 587 tcp open smtp Exim smtpd 4.96.2
@ o993 tcp open imaps
6 995 tcp open pop3s
6 3306 tcp open mysql MySQL 5.5.5-10.5.25-MariaDB
Severity: Low
Essential Infosec Pvt. Ltd. Confidential



https://gsteinvoice.com/

Prologic Web Solution Private Limited - Prologic E Invoice Web Application VAPT Final Report

13. Summary of Key Findings

Sr. No. Vulnerability Name Severity Final Status
01 Cross Site Scripting (XSS) High CLOSED
02 Weak Encoding Used CLOSED
03 HTML Injection CLOSED
04 Improper Input Validation CLOSED
05 Sensitive Information in URL CLOSED
06 Click-Jacking Attack CLOSED
07 Possible Brute Force Attack — CAPTCHA Not Found CLOSED
08 Credentials Transmitted to Server in Plain Text CLOSED
09 Directory Listing CLOSED
10 Missing HTTP Strict Transport Security Header (HSTS) CLOSED
11 Missing X-Frame-Options Header CLOSED
12 Missing X-Permitted-Cross-Domain-Policies Header CLOSED
13 Missing Referrer-Policy Header CLOSED
14 Missing Permissions-Policy Header CLOSED
15 Missing Content Security Policy (CSP) Header CLOSED
16 Missing X-Content-Type-Options Header CLOSED
17 Missing X-XSS-Protection Header CLOSED
18 Simultaneous Login Allowed CLOSED
19 Application does not display last login time and date CLOSED
20 Auto-Complete Enabled CLOSED
21 Vulnerable and Outdated Components CLOSED
22 Session Cookie Secure Attribute Not Set CLOSED
23 Unwanted HTTP Methods Enabled CLOSED
24 Session Timeout is High or Not Implemented CLOSED

Table 3
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14. Graphical Representation

Final Vulnerability Summary

CRITICAL HIGH = MEDIUM ©ELOW INFORMATIONAL

Figure 3
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15. Detailed Technical Report with Closure PoC

01: Cross Site Scripting (XSS)

SEVERITY High

STATUS CLOSED

CLOSURE PROOF OF CONCEPT

Add Customer

Basic Details

Name * test

Phone 9892672239

Email test@gmail.com

Company Details

GSTIN GSTIN

Cempany Name T'><img src=x onerror=alert(123)>

@ Billing Details

Address Line 1 1> <img src=x onerror=alert(123)>

Address Line 2 "> <img src=x onerror=alert(123)>

City Mumbai

Add Customer

Error: The Company contains disallowed content. I

Basic Details

Name = test
Phone 9892672239
test@gmail.com

Email

Company Details

GSTIN GSTIN

Company Name T><img src=x onerror=alert(123)>

© BEilling Details

Address Line 1 1" <img src=x onerror=alert(123)>

Address Line 2 T"><img src=x onerror=alert(123)>

Ccity Mumbai
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gsteinvoice.com/

Basic Detail
asie Detars Add Category

Product Name
Category Name

I"» <img src=x =i
1'><img src=x onerror=alert(123)»

HSN/SAC Code

Description

0901 T'2<img src=x onerror=alert(123)»

Getherz to GST approveg
Default TAX Rate

Quantity

Product Code Purchase Price

a-

Additional Details (Optional Fields)

Product Category (D) Default Discount Rate

[removed]alert(1)[removed] Default Discount Rate

gsteinvoice.com/

Product Code Purchase Price

T'> cimg src=x onerror=alert(123)> q 000

CESS
a-

Additional Details (Optional Fields)

Product Category Default Discount Rate

Default Category etaulc Discodrt Rate
g _More Details
Alert For Minimum Stock Quantity Measurement Unit

Description

T'><img src=x onerror=alert(123)>
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Add New Product

Basic Details

Product Name * Selling Price *
T"><img src=x onerror=alert(123)> q 34

HSN/SAC Code *
0901
Get hera 1o check GST approved HSN/SAC codes
Default TAX Rate * Quantity

1 Quantity

Product Code Purchase Price
T'> <img src=x onerror=alert(123)> q 000
CESS

Additional Details (Optional Fields)

Add Customer
Basic Details

T'><img s

9892672233

Company Details

27AAGCGETBIMIZN

Company Name T'><img src=x onerror=alert(123)>

@ Biling Details

Address Line 1 "> <img src=x onerror=alert(123)»

Address Line 2 T"><img src=x onerror=alert(123)»

city Mumbai
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Add Supplier

Error: Kindly Validate GSTIN Number

Basic Details
1"><img src=x onerror=alert(123)>
9892672233
Email Email
Company Details
27AAGCGE787MIZN
Company Name I'><img src=x onerror=alert(123)>
© sBilling Details
Address Line1* 1"><img src=x onerror=alert(123)>
Address Line 2 1" <img src=x onerror=alert(123)>

City * Mumbai

Add Terms and Conditions

Title *

| 1> <img sre=x onerror=alert(123)>

U Make as default
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Purchase

Manage Purchase

Create Purchase

Manage Purchase Order

Create Purchase Order
Manage Debit Note

ate Debit Note

invoice &

[® sales

& Customers
11 Suppliers
A Products

Accounts

25 gsteinv

ice.com,

drgz (22AAAAAQQDOAIZE)

Add Expense / Income

Name

T><img sre=x onerror=alert(123)>

Address

I"><img src=x onerror=alert(123)>

Date

23-07-2024

Type

Description Amount

img src=x onerror=;

GST Rate

Total Amount (2)

off

Grand Total (2)

© Powered by Prologic Web Solutions. Al rights reserved

State

Paid Type

Reference

v > cimg

rered by Prolos

3 All Bookmarks

Available Credits: 17 [

#Userimage Mahesh v
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G = gsteinvoiceco

PROLOGIC , ,
Involce < drg (22AAAAAOQOQQAIZS) Create v Available Credits : 17 "j wlUser Image Mahesh v

Add Expense [ Income

. [ |

W Purchase
Name GST
2, Customers . o SSTR
> cimg sre=x onerror=alert(123)> 3STIN
1 Suppliers
. Address State
Products T'><img src=x onerror=alert(123)> ¥
> Date Paid Type
23-07-2024 i ¥
Accounts Type Reference
& inventory v T’ <img src=x onerror=alert(123)>
® Reports
® Rep Description Amount GST Rate GST CGST SGST Total (2)
@ Data Export Import
1"><img sre=x onerror=: 1 ao1 -GS SGST 101

Training Video
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02: Weak Encoding Used

SEVERITY

STATUS CLOSED

CLOSURE PROOF OF CONCEPT

gsteinvoice.com/i

[ All Bookmarks

m

This page isn't working

gsteinvoice.com is currer
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STATUS

CLOSED

CLOSURE PROOF OF CONCEPT

03: HTML Injection

invoice

Invitation

Sales
Purchase
Customers
Suppliers
Products
E-Invoice
E-Way Bills
Accounts
Inventory
Reports
Data Export Import

Training Video

>
+
+
+
-
-

gsteinvoice.col

[Fprofile picture
Drag & Drop or
Maximum File Size 2 MB

Name

Mahesh

Address®

<hl> ¢b>HTML INJECTION«/b> </hl>

City"
test

State
30-GOA

PIN Code

533216

Update Your Signature

e :

S %

h)i‘“.{h.lc. &

~ 7] Drag & Drop or

4 Maximum File Size 2 M8

Country

India
Email®

maheshthitel07@gmail.com

Aadhaar

841780759725

Phone

v 7004771608

Alternate Phone

9898989898

o)

h

®

Invitation

Sales

Purchase

Customers

Suppliers

Products

E-Invoice

E-Way Bills

Accounts

Inventory

Reports

Data Export Import +

Training Video

drg (22AAAAADODOATZS)

Update Your Details ( Mahesh )

Update Profile Picture

[+

Drag & Drop or
Maximum File Size 2 MB

Fprofile picture

Name

Mahesh
Address*
<hlzcb>HTML INJECTION< /> </h>

City

test

State

Create Available Credits : 18

Update Your Signature

(Y

Drag & Drop or
Maximum File Size 2 MB

74

Country

India

Email

maheshthitel07@gmail.com

Aadhaar

841780758725

Phone

Ja)

#User Image Mahesh v
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04: Improper Input Validation

SEVERITY

STATUS CLOSED

CLOSURE PROOF OF CONCEPT

oice o S

Address

Prologic Web Solutions Pvt Ltd
Q  H-183, Sector63,

Gautam Buddha Nagar, UP

201301

Send Message

= Email Address
b info@gsteinvoice.com

Term and Condition  Antispam Cookies Policy Refund-Policy Privacy Policy

Submit

CIN: U72900DL2012PTC238413 GSTN : DIAAGCP7SSINIZI

PROLOGIC

Copyright € Pralogic Web nvoice
v
2 x 3 x e Q
m ) Target: https://gsteinvoice.com /P HITP/2
= m
Request Response
Raw Hex B n = Pretty Raw Hex Render w o=
1 POST /user/save_contact_details HTTP/2 1 HTTP/2 200 OK
2 Host: gsteinvoice.com 2 Expires: Thu, 19 Nov 1981 08:52:8@ GMT
3 Cookie: ci_sessions=4a3f63bd303043f5b64ab997a619c¢93c8629b5¢c0 3 Cache-Control: no-store, no-cache, must-revalidate
4 User-Agent: Mozilla/5.8 (Windows NT 10.8; Win64; x64; rv:128.0) 4 Pragma: no-cache
Gecko/2@1001@1 Firefox/128.@ 5 Strict-Transport-Security: max-age=31536000@; includeSubDomains; preload
5 Accept: application/json, text/javascript, */*; gq=0.81 6 Set-Cookie: ci_sessions=4a3f63bd3@3043f5b64ab997a619c93c@629b5¢H;
& Accept-Language: en-US,en;q=8.5 expires=Tue, 23-Jul-2024 18:17:54 GMT; Max-Age=7208@; path=/; HttpOnly;
7 Accept-Encoding: gzip, deflate SameSite=Lax;HttpOnly;Secure
8 Content-Type: application/x-www-form-urlencoded; charset=UTF-8 7 X-Frame-Options: sameorigin
9 X-Requested-With: XMLHttpRequest 8 Permissions-Policy: geolocation=()
1@ Content-Length: 104 9 Referrer-Policy: no-referrer
11 Origin: https://gsteinveice.com 1@ X-Xss-Protection: 1; mode=block
12 Sec-Fetch-Dest: empty 11 X-Permitted-Cross-Domain-Policies: none
13 Sec-Fetch-Mode: cors 12 X-Content-Type-Options: nosniff
14 Sec-Fetch-Site: same-origin 13 Content-Type: text/html; charset=UTF-8
15 Priority: u=e 14 Date: Tue, 23 Jul 2624 16:17:54 GMT
16 Te: trailers 15 Server: Apache
17 16

18 name=Test&email=test%4@gmail.com&mobile=98926722368messages= 17|{"status":1,"message“:"The Message contains disallowed content."} |
1%22%3E%3Cimg+srck3Dx+onerrork3Dalert (123)%3E

IHIEINEE omatches | (D48} €| (] [ searcn 0 matches
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3 All Bookmarks
PROLOGIC
Involce < drg (22AAAAADOOOAIZS) Create v Available Credits : 17 [\ #Userimage Mahesh v
Dashboal
Add New Account
& Invitation
Account No Name'
&) sales
123 test
Y Purchase
Initial Balance Account Type
8 Customers
1 v
12 Suppliers
Bank Name' IFSC Code
(] Products HDFC BANK HDFCO000967
=] E-Invoice >
= Note
B E-way Sill [1'><m§££’x Qnerrer-alert(123)>
4
| Accounts
@& Inventory
& Reports
Data Export Impot
wered by Prologic

PROLOGIC ) .
Involce & Org (22AAAAAOCGQAIZS) Create hd Available Credits : 17 D #.User Image Mahesh v
Add New Account
&3 Invitation
Sales
7 Purchase
Account No Name
0) 5
2 Customers 123 st
Suppliers
I Supp Initial Balance Account Type
)  Products 1 v
5] E-invoice > Bank Name IFSC Code
EP E-way Bills HDFC BANK HDFCO000967
EH Accounts Note
@ Inventory 1"><img sre=x gnerrar=alert(123)>»
#
@ Reports
@B DataExport Import
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steinvoice.com,

invoice

< drg (22AAAAAOQODAIZ5) Create v Available Credits:17 [\ wlUser image

O Create Invoice for Customer

Add New Customer
test

[removed]alert(1)[removed]
Manage Invoices Search Customer [removed]alert(1)[removed]
[removed]alert(1)[removed]
Mumbai - 400078, 27-Maharashtra,
Phone: 9892672239

il test@gmail.com

N:B2C

Create Invoice

Manage Credit Notes

edit Note . ¢
Invoice Details

Number Reference @

2\ Customers INV/1234 0003 1" <img src=x onerror=alert(123):

v e Date Dikcoiint
= 23-07-2024 ¢ % Discount Before TAX v
(% Products
B e LRl  Add New Product Rate Amount HSN/SAC Tax (%) Tax (2) Discount Total(2) Action
~ [removedjalent&#40;16# 4l em: 1 100 100 0901 100 oo1 000 000 000 101

Accounts
@

< c 25 gsteinvoice.com;

[ All Bookmarks

PROLOGIC

Invo|ce < driz (22AAAAAQDOOAIZS) Create v Available Credits : 177 [ @lserimage Mahesh v

88 Dashboard >

£ Invitation | I

o Create Invoice for Customer

Add New Customer
test

[removed]alert(1)[removed]
[removad]alert(1)[removed)
[removed]alert(1)[removed]
Mumbai - 400078, 27-Maharashtra,

test
Phone: 9892672239
Email test@gmail.com
- GSTIN: B2C
rchase
&, Customers Invoice Details
1 Suppliers Invoice Number Reference @)
) Products INV/1234 0003 I'><img src=x onerror=alert(123)
[ N Invoice Date Discount
E-Invoice
23-07-2024 % Discount Before TAX v
UL Add New Product Quantity Rate Amount HSN/SAC CESS (9 Total(2) Action
& Inventory removed|alert&#40;15&# 41 rem: 1 100 100 0901 100 001 000 000 000 101
[
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gsteinvoice.com/pu

PROLOGIC

invoice < R (22ARAARD0004125) Create v Available Credits: 17 [y #lserimage Mahesh v

88 Dashboard >

o Create Purchase

Add New Supplier

Purchase Details

WManage Purcha

Purchase Number Reference @)
e 1"><img sre=x onerror=alert(123)>
Manage Debit Note Discount
23-07-2024 % Discount Before TAX ~

0 Customers
A Customers [IEURTUEN  Add New Product Quantity Rate

Tax (2 %) of
" Suppliers
1 Suppi chai 1 100 100 0901 100 ool 000 000 000 101
) Products
] Produ ' <img src=x onerror=alert(123)>
Bl E-invoice >

+ Add Row
EP Ee-way Bills

] o

&« (& 2% gsteinvoice.com/purcha

PROLOGIC

Involce < drg (22AAAAADDO0AIZS) Create v Available Credits : 17 [y =Userimage Mahesh
83 Dashboard >

nvitation

o Create Purchase

Search Supplier

Manage Purchase

Create Purchase

Manage
 Purches Orrle Purchase Details
Manage Debit Note Purchase Number Reference @)
e Debit Note o I'><img src=x onerror=alert(123)»
% Purchase Date Discount
2, Customers _
23-07-2024 % Discount Before TAX v
10 Suppliers
[ Irem Name (g Quantity Rate Amount HSN/SAC Tax (%) CESS (%) CESS (2
chai 1 100 100 001 100 001 000 000 000 101

= E-Way Bills 1"s<img src=x onerror=alert(123)>

33' Essential Infosec Pvt. Ltd. Confidential




Prologic Web Solution Private Limited - Prologic E Invoice Web Application VAPT Final Report

2% gsteinvoice.com

invoice

o Create Purchase Order

Add New Supplier

Purchase Order Details

Create Pu;
Purchase Order Nurr

Manage Purc PO/

23-07-2024
Item Name Add New Product
Customers chai 1

" Supplie
1o suppliers LW>umgsrc=xuner'o\=a\er(f123]s |

™ Products

Success: Product added successfully!

0002 1'><img src=x onerror=alert(123)>

Total(Z) Action

< c 25 gsteinvoice.com/p
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ROLOGIC _ _
Invoice S dr (22AAAAAO000AIZS) Create v Available Credits: 17 [
o Create Purchase Order
Add New Supplier
Purchase Order Details
P der Number (2]
PO/ 0002 I"><img sre=x onerror=alert(123)>
P ase Discount
2, Customers
23-07-2024 % Discount Before TAX v
1 Suppliers
= NEUN  Add New Product Rate HSN/SAC Tax (%) )
E chai 1 89 8300 1006 ol 001 000 90 8.91
EP _E-wavy Bills I'> cimg sre=x onerror=alert(123)>
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05: Sensitive Information in URL

SEVERITY

STATUS CLOSED

CLOSURE PROOF OF CONCEPT

c 23 gsteinvoice.cc

invoice < drg (22ARAAAQDOOAIZS) Create - Available Credits : 17
20

83 Dashboard

{1 @Userimage Mahesh v

Manage Sales Invoices
=

invitation
Invoice Date

01-07-2024 [ 23-07-2024

Manage Invoices

Create Invoice

Search
Manage Credit Notes
Create Credit Note # Invoice Number Customer Invoice Date Amount
17 Purchase 1 I:l [removedalert()[removed] (sss2672239)  18-07-2024 z101
Convert to Sales Return
o e §
lall Jstomers 2 [removed]alert(1)[removed] 18-07-2024 2101 . )
Cancel
151 Suppliers
Showing 1to 2 of 2 entries
M Products 0
[E] E-invoice
Ef E-wayBills

© Notsecure ki teinvoice.com/billing/printin

[ All Bookmarks

gsteinvoice.com (f
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06: Click-Jacking Attack

SEVERITY

STATUS CLOSED

CLOSURE PROOF OF CONCEPT

c 25 gsteinvoice.com

Clickjacking Test v1.0

m

invoice

{ 100% Safe & Secure!

Simple Invoice

Discover Prologic Invoice, the free GST billing software that helps you manage
inventory, file GST returns, and create professional invoices. Track sales, purchases,

Generate POC

© Offcon Info Security:

INVOICE

and estimates in real-time, with E-Way Bill and E-Invoice features.

Sign Up for Free

Trieted hv10 000+ SME
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07: Possible Brute Force Aftack - CAPTCHA Not Found

STATUS

CLOSED

CLOSURE PROOF OF CONCEPT

25 gsteinvoice.com/login

invoice

Email Address:

maheshthite107@gmail.com

Password:

I'm not a robot

™

FeCAPTCHA

Forget Password?
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: Credentials Transmitted to Server in Plain Text

SEVERITY

STATUS CLOSED

CLOSURE PROOF OF CONCEPT

HTTP history WebSackets history Options

£ B\ Request to https//gsteinvoice.com:443 [103.126:97.22]

Raw Hex W=
1 POST /user/login HTTP/2
2 Host: gsteinvoice.com
3 Cookie: ci_sessions=8f582fa@1917c2c54c3a2935ec2d73812424600e
4 User-Agent: Mozilla/5.8 (Windows NT 18.8; Win64; x64; rv:128.8) Gecko/20188101 Firefox/128.8
5 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/png,image/svg+xml,*/*;q=0.8
& Accept-Language: en-US,en;q=0.5
7 Accept-Encoding: gzip, deflate
8 Content-Type: application/x-www-form-urlencoded
9 Content-Length: 2499
1@ Origin: null
11 Upgrade-Insecure-Requests: 1
12 Sec-Fetch-Dest: document
13 Sec-Fetch-Mode: navigate
14 Sec-Fetch-Site: same-origin
15 Sec-Fetch-User: 21
16 Priority: u=e, i
17 Te: trailers

18
19 usernam z3gy555958rMkuds3uMILRzv4DC1vivdo%2B8NbMKPDE]%2Bd%2Bc]vLZu230gahXwu79n&password=TZdhwoD3G513d7Hm4Vz jIPIY9ycSa%2FxIrIXx8YafU2A%3D&
Tg-recaptcha-responses=

B3AFcWeA6sYOgcA2tRaRem3iSyPkpT_fgAVDcvhIbZr96zRicYPIgMvXEDNmcj1-eE240d-eEB7MXD0Z5ZRtXRK3IFdTwLhpMfbzM5VX1TAMvg3enmslw6bHLQ3igkAySugev3-3Rcckd6iiDLARIWB
L9RzR49S5-IRvawS5illaKRuxYHebzTY5baoNTcYcYZahM5Ud60Xm6 - z_d9QQBAFQ8Nn3aBpHUfBHrcEAW87KodFmDWYEGGAFXiDgZ71P@qMI3YtwrgblcG63XaDTga2aqGGR7A7N_3BepSYVvEBvIhse9
6XyqMk1-wdDMcwWPWCIyq foiU2VISNEK9IESyHZRMB4LuOGgU-2gxtvKA-bUdFt1lnKwIqlScgXA_71VixuxtDDgRK71fQ7IAmgf0-u2WsUWniNe3uhSo2an2ul9X3M41sePoNIWzGPirbIw-t7rnxo
6tCX1BtkLZXM-IMx8Ryx4uXM2Dt3-qkBIONhgK_1tHGnO9LBKeu6cFideHcSWNITAB1WNEVURGVWERXiDk_HdygNoGIEdY1CSDSRG_zcSwmZSLXGEZS TEyi3gar-WbQpQavyImZpUqlpLWbBkBIp7G
sx3BELBO7_gxG8s6N1Z@K1LrEkX47jSEXDxHzy - cgpRyFHaGHGFABKS@rYmzI23TwUBerbd fRkvKYPoj7TmWkHY8gpfMgD63fyv3BpFk3xqUclsc-pv@PvrKXTPKsuHcaDpwc2YA3LFHFiXiAVknbvaR2
S8YeiHsMEqFLEjgVgeeb21pIT2KFKNiIWtWsVjff_LIXgIwh1h3L1bU1kObRAEAO8ZNb4oRXoNINPdk6SgsONC2aroS3VLYIWCNRvnp-eZY2AeICWkWbXx -HIpurg0e9AQ0Gz 1dVBg0@5xQuQsak -bs
80b8d-1dy0BXgVuihMxIW_anXzLvwbwZYbX2gRQ847501f7rYGSj54@nZUsXs17cSxjs1jdFQ-2VBP8dYHEKFyw4HEESWSUgFN@LXASBENNUbSOWEAL - FUMT4YDIEHCez jPMN3ZnFVSy1Vx6iSuiklv
DKYPYKL_S6PG6z1hFMrbeZKHMWFG2nDeffRyx3mj_I9-JaWcQpg8YiMRZGS57Zpf-wPDdS7e41SmNTOIMvFWX7ITk6IRR67XDQbq9TdfxA92NUDkfeseP -qr-Sodnhs6tt7c8Ye7NbpHArp7h@EKUBW-
AB 4Bi3hY@dXzIPWX 0YiO UEKU6eHKZIHSwvwvP8tL1zRXwkl3 iDohsra3YES9R3Y6ak36V@ IVG heUnna07ih4VombHvO2EoHtvC VIvEUYwVeVw4aalzalG7ovTC609aiBc4vxt@Cxrl1xXiTHS

DB € > o 0 matches

Action Open Browser W wmee (3

@

HOL123dSNI
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09: Directory Listing

SEVERITY

STATUS CLOSED

CLOSURE PROOF OF CONCEPT

25 gsteinvoice.c

404 Page Not Found

The page you requested was not found.

23  gsteinvoice.com/assets/landing_page/

404 Page Not Found

The page you requested was not found.
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404 Page Not Found

The page you requested was not found
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10: Missing HTTP Strict Transport Security Header (H

SEVERITY Low

STATUS

CLOSED

CLOSURE PROOF OF CONCEPT

41| Essential Infosec Pvt. Ltd.

1% 2x 4+ Q i
B o < e PO
O==
Request Response @
Pty Raw  Hex 8 n = pretty  Raw  Hex  Render B w = =
1|GET / HTTP/2 1|HTTP/2 2088 OK =
2|Hos steinvoice.com 2|Expires: Thu, 19 Nov 1981 ©8:52:00 GMT g
3 Cookie: ci_sessions=8f582fa@1917c2c54c3a2935ec2d73812424600e 3|Cache-Control: no-store, no-cache, must-revalidate m
4 User-Agent: Mozilla/5.@ (Windows NT 10.@; Win64; x64; rv:128.80) 4|Pragma: no-cache 5‘
Gecko/20100101 Firefox/128.@ 5|Strict-Transport-Security: max-age=31536800; includeSubDomains; preload =
5 Accept: 6{X-Frame-Options: sameorigin
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/w 7|Permissions-Policy: geolocation=()
ebp,image/png,image/svg+xml,*/*;q=0.8 g|Referrer-Policy: no-referrer
& Accept-Language: en-US,en;q=8.5 9| X-Xss-Protection: 1; mode=block
7 Accept-Encoding: gzip, deflate 18| X-Permitted-Cross-Domain-Policies: none
8 Upgrade-Insecure-Requests: 1 11| X-Content-Type-Options: nosniff
9 Sec-Fetch-Dest: document 12|Content-Type: text/html; charset=UTF-8
1@ Sec-Fetch-Mode: navigate 13|Date: Tue, 23 Jul 2024 18:46:28 GMT
11 Sec-Fetch-Site: none 14|Server: Apache
12 Sec-Fetch-User: ?1 15
13 Priority: u=e, i 16 <!doctype html>
14 Te: trailers 17 <html lang="en">
15 18
16 13 <head>
2e <!-- Required meta tags -->
21 <meta charset="utf-8">
22 <meta name="viewport" content="width=device-width, initial-scale=1"
>
23 <meta http-equiv="Content-Security-Policy" content="script-src
‘self' 'nonce-b73e87135b31bc14372a7dbf4dasd277"
https://cdnjs.cloudflare.com https://code.jquery.com
@@} & D> search. 0 matches @{:o:} € > s 0 matches
Done 65,776 bytes | 219 millis
Confidential
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11: Missing X

SEVERITY Low

STATUS

CLOSED

CLOSURE PROOF OF CONCEPT

me-Options Header

42| Essential Infosec Pvt. Ltd.

1% 2x 4+ Q i
B o < e PO
O==
Request Response @
Pty Raw  Hex 8 n = pretty  Raw  Hex  Render B w = =
1|GET / HTTP/2 1|HTTP/2 2088 OK =
2|Hos steinvoice.com 2|Expires: Thu, 19 Nov 1981 ©8:52:00 GMT g
3 Cookie: ci_sessions=8f582fa@1917c2c54c3a2935ec2d73812424600e 3|Cache-Control: no-store, no-cache, must-revalidate m
4 User-Agent: Mozilla/5.@ (Windows NT 10.@; Win64; x64; rv:128.80) 4|Pragma: no-cache 5‘
Gecko/20100101 Firefox/128.@ 5|Strict-Transport-Security: max-age=31536800; includeSubDomains; preload =
5 Accept: 6{X-Frame-Options: sameorigin
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/w 7|Permissions-Policy: geolocation=()
ebp,image/png,image/svg+xml,*/*;q=0.8 g|Referrer-Policy: no-referrer
& Accept-Language: en-US,en;q=8.5 9| X-Xss-Protection: 1; mode=block
7 Accept-Encoding: gzip, deflate 18| X-Permitted-Cross-Domain-Policies: none
8 Upgrade-Insecure-Requests: 1 11| X-Content-Type-Options: nosniff
9 Sec-Fetch-Dest: document 12|Content-Type: text/html; charset=UTF-8
1@ Sec-Fetch-Mode: navigate 13|Date: Tue, 23 Jul 2024 18:46:28 GMT
11 Sec-Fetch-Site: none 14|Server: Apache
12 Sec-Fetch-User: ?1 15
13 Priority: u=e, i 16 <!doctype html>
14 Te: trailers 17 <html lang="en">
15 18
16 13 <head>
2e <!-- Required meta tags -->
21 <meta charset="utf-8">
22 <meta name="viewport" content="width=device-width, initial-scale=1"
>
23 <meta http-equiv="Content-Security-Policy" content="script-src
‘self' 'nonce-b73e87135b31bc14372a7dbf4dasd277"
https://cdnjs.cloudflare.com https://code.jquery.com
@@} & D> search. 0 matches @{:o:} € > s 0 matches
Done 65,776 bytes | 219 millis
Confidential
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12: Missing X-Permitted-Cross-Domain-Policies Header

SEVERITY Low

STATUS

CLOSED

CLOSURE PROOF OF CONCEPT

43| Essential Infosec Pvt. Ltd.

1% 2x 4+ Q i
B o < e PO
O==
Request Response @
Pty Raw  Hex 8 n = pretty  Raw  Hex  Render B w = =
1|GET / HTTP/2 1|HTTP/2 2088 OK =
2|Hos steinvoice.com 2|Expires: Thu, 19 Nov 1981 ©8:52:00 GMT g
3 Cookie: ci_sessions=8f582fa@1917c2c54c3a2935ec2d73812424600e 3|Cache-Control: no-store, no-cache, must-revalidate m
4 User-Agent: Mozilla/5.@ (Windows NT 10.@; Win64; x64; rv:128.80) 4|Pragma: no-cache 5‘
Gecko/20100101 Firefox/128.@ 5|Strict-Transport-Security: max-age=31536800; includeSubDomains; preload =
5 Accept: 6{X-Frame-Options: sameorigin
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/w 7|Permissions-Policy: geolocation=()
ebp,image/png,image/svg+xml,*/*;q=0.8 g|Referrer-Policy: no-referrer
& Accept-Language: en-US,en;q=8.5 9| X-Xss-Protection: 1; mode=block
7 Accept-Encoding: gzip, deflate 18| X-Permitted-Cross-Domain-Policies: none
8 Upgrade-Insecure-Requests: 1 11| X-Content-Type-Options: nosniff
9 Sec-Fetch-Dest: document 12|Content-Type: text/html; charset=UTF-8
1@ Sec-Fetch-Mode: navigate 13|Date: Tue, 23 Jul 2024 18:46:28 GMT
11 Sec-Fetch-Site: none 14|Server: Apache
12 Sec-Fetch-User: ?1 15
13 Priority: u=e, i 16 <!doctype html>
14 Te: trailers 17 <html lang="en">
15 18
16 13 <head>
2e <!-- Required meta tags -->
21 <meta charset="utf-8">
22 <meta name="viewport" content="width=device-width, initial-scale=1"
>
23 <meta http-equiv="Content-Security-Policy" content="script-src
‘self' 'nonce-b73e87135b31bc14372a7dbf4dasd277"
https://cdnjs.cloudflare.com https://code.jquery.com
@@} & D> search. 0 matches @{:o:} € > s 0 matches
Done 65,776 bytes | 219 millis
Confidential
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13: Missing Referrer-Policy Header

SEVERITY Low

STATUS

CLOSED

CLOSURE PROOF OF CONCEPT

44

1% 2x 4+ Q i
B o < e PO
O==
Request Response @
Pty Raw  Hex 8 n = pretty  Raw  Hex  Render B w = =
1|GET / HTTP/2 1|HTTP/2 2088 OK =
2|Hos steinvoice.com 2|Expires: Thu, 19 Nov 1981 ©8:52:00 GMT g
3 Cookie: ci_sessions=8f582fa@1917c2c54c3a2935ec2d73812424600e 3|Cache-Control: no-store, no-cache, must-revalidate m
4 User-Agent: Mozilla/5.@ (Windows NT 10.@; Win64; x64; rv:128.80) 4|Pragma: no-cache 5‘
Gecko/20100101 Firefox/128.@ 5|Strict-Transport-Security: max-age=31536800; includeSubDomains; preload =
5 Accept: 6{X-Frame-Options: sameorigin
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/w 7|Permissions-Policy: geolocation=()
ebp,image/png,image/svg+xml,*/*;q=0.8 g|Referrer-Policy: no-referrer
& Accept-Language: en-US,en;q=8.5 9| X-Xss-Protection: 1; mode=block
7 Accept-Encoding: gzip, deflate 18| X-Permitted-Cross-Domain-Policies: none
8 Upgrade-Insecure-Requests: 1 11| X-Content-Type-Options: nosniff
9 Sec-Fetch-Dest: document 12|Content-Type: text/html; charset=UTF-8
1@ Sec-Fetch-Mode: navigate 13|Date: Tue, 23 Jul 2024 18:46:28 GMT
11 Sec-Fetch-Site: none 14|Server: Apache
12 Sec-Fetch-User: ?1 15
13 Priority: u=e, i 16 <!doctype html>
14 Te: trailers 17 <html lang="en">
15 18
16 13 <head>
2e <!-- Required meta tags -->
21 <meta charset="utf-8">
22 <meta name="viewport" content="width=device-width, initial-scale=1"
>
23 <meta http-equiv="Content-Security-Policy" content="script-src
‘self' 'nonce-b73e87135b31bc14372a7dbf4dasd277"
https://cdnjs.cloudflare.com https://code.jquery.com
@@} & D> search. 0 matches @{:o:} € > s 0 matches
Done 65,776 bytes | 219 millis
Essential Infosec Pvt. Ltd. Confidential
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14: Missing Permissions-Policy Header

SEVERITY Low

STATUS

CLOSED

CLOSURE PROOF OF CONCEPT

45| Essential Infosec Pvt. Ltd.

1% 2x 4+ Q i
B o < e PO
O==
Request Response @
Pty Raw  Hex 8 n = pretty  Raw  Hex  Render B w = =
1|GET / HTTP/2 1|HTTP/2 2088 OK =
2|Hos steinvoice.com 2|Expires: Thu, 19 Nov 1981 ©8:52:00 GMT g
3 Cookie: ci_sessions=8f582fa@1917c2c54c3a2935ec2d73812424600e 3|Cache-Control: no-store, no-cache, must-revalidate m
4 User-Agent: Mozilla/5.@ (Windows NT 10.@; Win64; x64; rv:128.80) 4|Pragma: no-cache 5‘
Gecko/20100101 Firefox/128.@ 5|Strict-Transport-Security: max-age=31536800; includeSubDomains; preload =
5 Accept: 6{X-Frame-Options: sameorigin
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/w 7|Permissions-Policy: geolocation=()
ebp,image/png,image/svg+xml,*/*;q=0.8 g|Referrer-Policy: no-referrer
& Accept-Language: en-US,en;q=8.5 9| X-Xss-Protection: 1; mode=block
7 Accept-Encoding: gzip, deflate 18| X-Permitted-Cross-Domain-Policies: none
8 Upgrade-Insecure-Requests: 1 11| X-Content-Type-Options: nosniff
9 Sec-Fetch-Dest: document 12|Content-Type: text/html; charset=UTF-8
1@ Sec-Fetch-Mode: navigate 13|Date: Tue, 23 Jul 2024 18:46:28 GMT
11 Sec-Fetch-Site: none 14|Server: Apache
12 Sec-Fetch-User: ?1 15
13 Priority: u=e, i 16 <!doctype html>
14 Te: trailers 17 <html lang="en">
15 18
16 13 <head>
2e <!-- Required meta tags -->
21 <meta charset="utf-8">
22 <meta name="viewport" content="width=device-width, initial-scale=1"
>
23 <meta http-equiv="Content-Security-Policy" content="script-src
‘self' 'nonce-b73e87135b31bc14372a7dbf4dasd277"
https://cdnjs.cloudflare.com https://code.jquery.com
@@} & D> search. 0 matches @{:o:} € > s 0 matches
Done 65,776 bytes | 219 millis
Confidential
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15: Missing Content Security Policy (CSP) Header

SEVERITY

STATUS

CLOSURE PROOF OF CONCEPT

CLOSED

invoice

SR oo

Elements  Console  Sources  Newwork  Performance  Memory  Application  Security > 82 x
O Presenelog () Disable cache Nothrotting v % | L & o
Y Filter O nvert O Hide data URLs  (J Hide extension URLs
Al [ Fetch/XHR | Doc | €55 |(JS || Font| | Img | Media | Manifest || WS | Wasm | Other | (] Blocked response cookies [ Blocked requests
O 3rd-party requests
(] Big request rows [ Group by frame
Overview O screenshots
! 100 ms, 200ms 300ms 400ms 0 ms 500 ms 700 ms 800 ms %00 ms 1600 ms|
Name - Preview Response Initiator  Timing  Cookies

B gsteinvoice.com
bootstrap.min.css

[ all.min.css
owl.carousel.min.css
owltheme.default.min.css
[@ style.csstver=1.17
respansive.cssiver=1.17
== gst-logo.pngver=1.17
# hera-img.png

= google_play.png

= is0-27001-icon.png

= manualpng

[ 100% Safe & Secure! !

Simple

Discover Prologic Invoice. the free GST billina software that helos vou

4 invoicing.svg

# gst-biling.svg

& einvoicing.svg

4 accounting.svg

& portfolio-img_1.png
& portfolio-img_2,png

42requests 101 kB transferred

inventorv.

1

X Headers

¥ Response Headers
Cache-Contral:

Content-Security-Policy:

Content-Type:

Date:

Expires:
Permissions-Policy
Pragma:

Referrer-Policy

Server:
Strict-Transport-Security:
X-Content-Type-Options:
X-Frame-Options:

X-Permitted-Cross-Damain-

Policies:
X-Xss-Protection:

no-store, no-cache, must-revalidate

script-src 'self ‘nonce-4d5f0406ad0dcGeTi3b769a602484379
loudflare.com

text/html; charset=UTF-&

‘Wed, 24 Jul 2024 06:19:08 GMT

jquery.com;

Thu, 19 Nov 1881 08:52:00 GMT
geolocation=()

no-cache

no-referrer

Apache

max-age=31536000; includeSubDomains; preload
nosniff

sameorigin

none

1; mode=black
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16: Missing X-Content-Type-Options Header

SEVERITY Low

STATUS

CLOSED

CLOSURE PROOF OF CONCEPT

47| Essential Infosec Pvt. Ltd.

1% 2x 4+ Q i
B o < e PO
O==
Request Response @
Pty Raw  Hex 8 n = pretty  Raw  Hex  Render B w = =
1|GET / HTTP/2 1|HTTP/2 2088 OK =
2|Hos steinvoice.com 2|Expires: Thu, 19 Nov 1981 ©8:52:00 GMT g
3 Cookie: ci_sessions=8f582fa@1917c2c54c3a2935ec2d73812424600e 3|Cache-Control: no-store, no-cache, must-revalidate m
4 User-Agent: Mozilla/5.@ (Windows NT 10.@; Win64; x64; rv:128.80) 4|Pragma: no-cache 5‘
Gecko/20100101 Firefox/128.@ 5|Strict-Transport-Security: max-age=31536800; includeSubDomains; preload =
5 Accept: 6{X-Frame-Options: sameorigin
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/w 7|Permissions-Policy: geolocation=()
ebp,image/png,image/svg+xml,*/*;q=0.8 g|Referrer-Policy: no-referrer
& Accept-Language: en-US,en;q=8.5 9| X-Xss-Protection: 1; mode=block
7 Accept-Encoding: gzip, deflate 18| X-Permitted-Cross-Domain-Policies: none
8 Upgrade-Insecure-Requests: 1 11| X-Content-Type-Options: nosniff
9 Sec-Fetch-Dest: document 12|Content-Type: text/html; charset=UTF-8
1@ Sec-Fetch-Mode: navigate 13|Date: Tue, 23 Jul 2024 18:46:28 GMT
11 Sec-Fetch-Site: none 14|Server: Apache
12 Sec-Fetch-User: ?1 15
13 Priority: u=e, i 16 <!doctype html>
14 Te: trailers 17 <html lang="en">
15 18
16 13 <head>
2e <!-- Required meta tags -->
21 <meta charset="utf-8">
22 <meta name="viewport" content="width=device-width, initial-scale=1"
>
23 <meta http-equiv="Content-Security-Policy" content="script-src
‘self' 'nonce-b73e87135b31bc14372a7dbf4dasd277"
https://cdnjs.cloudflare.com https://code.jquery.com
@@} & D> search. 0 matches @{:o:} € > s 0 matches
Done 65,776 bytes | 219 millis
Confidential
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17: Missing X-XSS-Protection Header

SEVERITY Low

STATUS

CLOSED

CLOSURE PROOF OF CONCEPT

48| Essential Infosec Pvt. Ltd.

1% 2x 4+ Q i
B o < e PO
O==
Request Response @
Pty Raw  Hex 8 n = pretty  Raw  Hex  Render B w = =
1|GET / HTTP/2 1|HTTP/2 2088 OK =
2|Hos steinvoice.com 2|Expires: Thu, 19 Nov 1981 ©8:52:00 GMT g
3 Cookie: ci_sessions=8f582fa@1917c2c54c3a2935ec2d73812424600e 3|Cache-Control: no-store, no-cache, must-revalidate m
4 User-Agent: Mozilla/5.@ (Windows NT 10.@; Win64; x64; rv:128.80) 4|Pragma: no-cache 5‘
Gecko/20100101 Firefox/128.@ 5|Strict-Transport-Security: max-age=31536800; includeSubDomains; preload =
5 Accept: 6{X-Frame-Options: sameorigin
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/w 7|Permissions-Policy: geolocation=()
ebp,image/png,image/svg+xml,*/*;q=0.8 g|Referrer-Policy: no-referrer
& Accept-Language: en-US,en;q=8.5 9| X-Xss-Protection: 1; mode=block
7 Accept-Encoding: gzip, deflate 18| X-Permitted-Cross-Domain-Policies: none
8 Upgrade-Insecure-Requests: 1 11| X-Content-Type-Options: nosniff
9 Sec-Fetch-Dest: document 12|Content-Type: text/html; charset=UTF-8
1@ Sec-Fetch-Mode: navigate 13|Date: Tue, 23 Jul 2024 18:46:28 GMT
11 Sec-Fetch-Site: none 14|Server: Apache
12 Sec-Fetch-User: ?1 15
13 Priority: u=e, i 16 <!doctype html>
14 Te: trailers 17 <html lang="en">
15 18
16 13 <head>
2e <!-- Required meta tags -->
21 <meta charset="utf-8">
22 <meta name="viewport" content="width=device-width, initial-scale=1"
>
23 <meta http-equiv="Content-Security-Policy" content="script-src
‘self' 'nonce-b73e87135b31bc14372a7dbf4dasd277"
https://cdnjs.cloudflare.com https://code.jquery.com
@@} & D> search. 0 matches @{:o:} € > s 0 matches
Done 65,776 bytes | 219 millis
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18: Simultaneous Login Allowed

SEVERITY Low

STATUS CLOSED

CLOSURE PROOF OF CONCEPT

€ 2 C % hips//gsteinvoicecom Yr  fy @ 7

mew 0 &LO
_
o o

{ 100% Safe & Secure!

Simple E-Invoice

« G B https/gsteinvoicecom/invoices A ¢y 3 | D = @ B [ /]
Available Credits : #User = 2
invoice Jal oeo v = drg (22AAAA

— L 4
o
Manage Sales Invoices
3l
.
Invoice Date a
01-07-2024 £ | 24-07-2024 5 M
™
=
Excel by
+
Search: Show entries 10 v
#  Invoice Number Customer Invoice Date A
1 INV/12340002 [removed]alert(1)[removed) (9892672239) 18-07-2024
2 INV/O0O1 [removed)alert(1)[removed)] 18-07-2024
Showing 1to 2 of 2 entries.
Previous o Next b}
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19: Application does not display last login time and date

SEVERITY

STATUS CLOSED

CLOSURE PROOF OF CONCEPT

2% gsteinvoice.

PROLOGIC

Invo|ce < driz (22AAAAA0000A1ZS) Create ~ Available Credits: 177 [ Mahesh

D rd

My Dashboard
& Invitation F | togin since 34 mins ago
® sales + ) . ) ) . .
[%] Today's Invoice ) This Month Invoice 3 Today's Sale E‘ This Month Sale
[®
Q Purchase + o 2 20.00 #2.00
8 customers +
Sales + Create Invoice Manage Invoices
1o Suppliers +
All
™ Products +
Amount Date Customer Invoice Number Status Actions
E E-invoice >
z101 18-07-2024 I ) I | (9892672239)
EP E-way Bills t m
1 Accounts + z101 18-07-2024 [remaved]alert(1){removed] N [ oue ]
@ Inventory + View More »
@ Reports t
= 3 Expart ‘g, JulySale at»  July Purchase July Net Income . July Net Purchase
Data Export Import & Y y oy y @ y
2.00 2100 20.00 Z0.00

Training Video
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SEVERITY

PROOF OF CONCEPT

STATUS CLOSED

20: Auto Complete Enabled

invoice

Email Address:

Enter email

Password:

Password

reCAPTCHA

Frivacy - Terms

I'mnot a robot

Forget Password?

¥ [@ FElements Console Sources Network Performance  Memory  Application  Sed

<!DOCTYPE html> 2

<html lang="en">

¥ <head> wn </head>

¥ <body clas
¥ <div class

"hold-transition login-page"> | flex
Login-box™>
<1-- /.login-logo -->

¥ ¢div class="card"> ( flex
¥ <div class="card-body login-card-body cust-form fsfsdfa">
P <div class="login-logo"> = </div>

¥ <form actiol

https://gsteinvoice.com/user/login” class="form-horizontal form
"login_form" method="post" autocomplete="off">
¥ <div class="input-group mb-3">  flex

¥ <div clas

-simple” id

form-group™>

<label for="exampleInputEmaill">Email Address:</label>
<input type="email” class="form-control” id="exampleInputEmaill”
placeholder="Enter email” value required>
<input type="hidden” name="username” id="exampleInputEmail2” required>
</div>
</divs

¥ <div class="input-group mb-3">  flex
¥ <div clas

form-group™>

<label for="exampleInputPasswordl”>Password:</label>
<input type="password” class="form-control” id="exampleInputPasswordl"
placeholder-"Password" required> -- $0
<input type="hidden” name="password” id="exampleInputPassuord2"
required>
</div>
</div>

row" > = < /divy ( flex
row mt-4"> e < /div> (flex

</form>
P <div class="row mar-top”> i </div> | flex
::after
</div>
<!-- /.login-card-body -->
</div>
</div>

> <scrint nonce> - </scriot>
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21: Vulnerable and Outdated Components

SEVERITY Low

STATUS

CLOSED

CLOSU

RE PROOF OF CONCEPT

€ > C 25 htps//gsteinvoice.com/dashboard/ * (e cEme " 0 & [2]
W 00U FOULAF
PROLOGIC EontA 2
IﬂVOIce < drg (22AAAAADOQDAIZS) I3 EontAwesome 5154 JavaScript libraries its:17 [ & ! Mahesh v
4 core-js 3190
Miscellaneous
Dashboarc
i @l My Dashboard @ eopser 262 ) Sweaitient > Goog
Google Play
& Invitation + login since 14 secs ago # Seleci
Web servers
+ @ Momentjs 2181
[Q Sales . . # Apache HTTP Server .
El Today's Invoice ® iQuery Ul 1132 @ This Month Sale
T2 Purchase + o 200
JavaScript graphics & JSZip 374
2 Customers + ) Chaia @ Datalanies 1114
I
11 Suppliers + Sales & cryplosjs 411 reale Invoice Manage lnvoices
=
v QWL Carousel
M Products + All
- & JQuery 371
@ E-Invoice > Amount Date Status Actions
Ul frameworks
EP E-Way Bills + 210 18-07-2024 B Bootstrap 502 @
£ Accounts + 2101 18-07-2024 [remaved]alert{1)[removed] INV/00O1 m
Inventory +
@ View More >
& Reports +
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22: Session Cookie Secure Affribute Not Set

SEVERITY LOW

STATUS

CLOSED

CLOSURE PROOF OF CONCEPT

Request
Raw Hex

1 GET / HTTP/2

2 Host: gsteinvoice.com

3|Cookie: ci_sessions=8f502fa@1917c2c54c3a2935ec2d73812424600 |

4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:128.9)

Gecko/20100101 Firefox/128.0

Accept:

w

ebp, image/png,image/svg+xml,*/*;q=0.8

text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/w

Q i

Target: https://gsteinvoice.com /7 HTTP2 (2)

= =
T [ o | @
Pretty Raw Hex Render 8 v ==
1 HTTP/2 200 0K =
2 Expires: Thu, 19 Nov 1981 ©8:52:00 GMT g
3 Cache-Control: no-store, no-cache, must-revalidate 5
4 Pragma: no-cache o
5 Strict-Transport-Security: max-age=31536000; includeSubDomains; preload ()
6[Set-Cookie: ci_sessions=2aa258f7f29184ac792666d6763042d2383c95e2;

expires=Tue, 23-Jul-2024 12:50:16 GMT; Max-Age=7200; path=/; HttpOnly;
SameSite=Lax;HttpOnly;Secure

6 Accept-Language: en-US,en;g=0.5 7 X-Frame-Options: sameorigin
7 Accept-Encoding: gzip, deflate 8 Permissions-Policy: geolocation=()
8 Upgrade-Insecure-Requests: 1 9 Referrer-Policy: no-referrer
9 Sec-Fetch-Dest: document 10 X-Xss-Protection: 1; mode=block
10 Sec-Fetch-Mode: navigate 11 X-Permitted-Cross-Domain-Policies: none
11 Sec-Fetch-Site: none 12 X-Content-Type-Options: nosniff
12 Sec-Fetch-User: ?1 13 Content-Type: text/html; charset=UTF-8
13 Priority: u=0, i 14 Date: Tue, 23 Jul 2024 10:50:16 GMT
14 Te: trailers 15 Server: Apache
15 16
16 17 <!doctype html>
18 <html lang="en">
1s
20 <head>
21 <!-- Required meta tags -->
22 <meta charset="utf-8">
23 <meta name="viewport" content="width=device-width, initial-scale=1"
>
@O© | €[] | searn O €] [ seacn 0 matches
Done 65,943 bytes | 232 millis
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nted HTTP Methods Enabled

STATUS CLOSED

CLOSURE PROOF OF CONCEPT
Attack  Save  Columns 3. Intructer atack offfps//gereimvoice com}: Temporary attack - Not saved 1o project file X
Results Positions Payloads Resource Pool Options
‘ Filter: Shawing all items. l@
Request Payload Status. Emor  Timeout  Length Comment
0 200 65776
1 GET 200 ) [1 65176
2 POST 200 65776
3 HEAD 200 [] a9
4 CONNECT u
5 PUT 403 65783
6 TRACE 405 65792
7 OPTIONS 403 65783
8 DELETE 403 ] | 65050
9 ACL 403 65783
10 ARBITRARY 403 65783
" BASELINE-CONTROL 403 65783
12 BCOFY 403 65783
13 BDELETE 403 [ 65783
i BIND 403 65783
15 BMOVE 403 ( 65783
16 BPROPFIND 403 65783
17 BPROPPATCH 403 ] 65783
Request Response
Pretty Raw Hex Render o=
1 [HTTP/2 483 Forbidden
2 Expires: Thu, 19 Nov 1981 @8:52:80 GMT
3 Cache-Control: no-store, no-cache, must-revalidate
4 Pragma: no-cache
5 Strict-Transport-Security: max-age=31536800; includeSubDomains; preload
& X-Frame-Options: sameorigin
7 Permissions-Policy: geolocation=()
8 Referrer-Policy: no-referrer
9 X-Xss-Protection: 1; mode=block
18 X-Permitted-Cross-Domain-Policies: none
11 X-Content-Type-Options: nosniff
@ €2 | search 0 matches
Finished
Attack Save  Columns 3. Intruder attack o Temporary attack - Not saved to project file x
Results Positions Payloads Resource Pool Options
‘ Filter: Showing all items |@
Request Payload Status Emor  Timeout  Length Comment
18 CHECKIN 403 [ [ 65783
19 CHECKOUT 403 65783
20 COPY 403 65783
2 DEBUG 403 65783
2 INDEX 403 65783
23 LABEL 403 65783
E LINK 403 [ 65783
B LOCK 403 ) 65783
26 MERGE 403 65778
7 MKACTIVITY 403 | es7e3
8 MKCALENDAR 403 65783
29 MKCOL 403 65783
30 MKREDIRECTREF 403 65778
3 MKWORKSPACE 403 65783
32 MOVE 403 65783
33 NOTIFY 403 65783
34 ORDERPATCH 403 65783
35 PATCH 403 65783
Request Response
Pretty  Raw Hex Render B » =
1 HTTP/2 483 Forbidden
2 Expires: Thu, 19 Nov 1981 @8:52:00 GMT
3 Cache-Control: no-store, no-cache, must-revalidate
4 Pragma: no-cache
5 Strict-Transport-Security: max-age=31536008; includeSubDomains; preload
6 X-Frame-Options: sameorigin
7 Permissions-Policy: geolocation=()
8 Referrer-Policy: no-referrer
9 X-Xss-Protection: 1; mode=block
18 X-Permitted-Cross-Domain-Policies: none
11 X-Content-Type-Options: nosniff
@® [€][3] [ sean 0 matches
Finished ==

54| Essential Infosec Pvt. Ltd.

Confidential




Prologic Web Solution Private Limited - Prologic E Invoice Web Application VAPT Final Report

18 X-Permitted-Cross-Domain-Policies: none
11 X-Content-Type-Options: nosniff

@« >

Finished

Attack  Save  Columns 3. Intruder attack of Temporary attack - Not saved to project file — x
Results Positions Payloads Resource Pool Options
Filter: Showing all items
Request Payload Status Emor  Timeout  Length Comment
i FROPFIND 203 Ba783
£ PROPPATCH 403 65783
39 REBIND 403 65783
40 REPORT 403 65783
41 RPC_IN_DATA 403 65783
42 RPC_OUT_DATA 403 65783
43 SEARCH 403 65783
44 SUBSCRIBE 403 65783
45 TRACK 403 65783
46 UNBIND 403 65783
47 UNCHECKOUT 403 65783
48 UNLINK 403 65783
49 UNLOCK 403 65783
50 UNSUBSCRIBE 403 65783
51 UPDATE 403 65783
52 UPDATEREDIRECTREF 403 65783
53 VERSION-CONTROL 403 65783
54 X-MS-ENUMATTS 403 65778
Request Response
Pretty Raw Hex Render n =
1 HTTP/2 403 Forbidden
2 Expires: Thu, 19 Nov 1981 @8:52:0@ GMT
3 Cache-Control: no-store, no-cache, must-revalidate
4 Pragma: no-cache
5 Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
6 X-Frame-Options: sameorigin
7 Permissions-Policy: geolocation=()
8 Referrer-Policy: no-referrer
9 X-Xss-Protection: 1; mode=block

0 maiches

OB (¢)[3) =

Finishved (@

Attack  Save  Columns
Results Positions Payloads Resource Pool Options
Filter: Shawing all items |@
Request Payload Status Eror  Timeout  Length Comment
32 WOVE T 5783
33 NOTIFY 403 65783
34 ORDERPATCH 403 65783
35 PATCH 403 65783
36 POLL 403 65783
37 PROPFIND 403 65783
38 PROPPATCH 403 65783
39 REBIND 403 65783
40 REPORT 403 65783
41 RPC_IN_DATA 403 65783
42 RPC_OUT_DATA 403 65783
43 SEARCH 403 65783
44 SUBSCRIBE 403 65783
45 TRACK 403 65783
46 UNBIND 403 65783
47 UNCHECKOUT 403 65783
48 UNLINK 403 65783
49 UNLOCK 403 65783
Request Respanse
Prety Raw Hex Render 8 wn =
1 HTTP/2 483 Forbidden
2 Expires: Thu, 19 Nov 1981 ©8:52:80 GMT
3 Cache-Control: no-store, no-cache, must-revalidate
4 Pragma: no-cache
5 Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
6 X-Frame-Options: sameorigin
7 Permissions-Policy: geolocation=()
8 Referrer-Policy: no-referrer
9 X-Xss-Protection: 1; mode=block
18 X-Permitted-Cross-Domain-Policies: none
11 X-Content-Type-Options: nosniff
0 matches

55| Essential Infosec Pvt. Ltd.

Confidential




Prologic Web Solution Private Limited - Prologic E Invoice Web Application VAPT Final Report

24: Session Timeout is High or Not Implemented

SEVERITY

STATUS CLOSED

CLOSURE PROOF OF CONCEPT

gsteinvoice.com/d J Q & «dﬁ

3 All Bookmarks

drg (22AAAAADOOOAIZS) Available Credits : 18 N = Mahesh v
99  Dashboard >
00
i My Dashboard
Invitation + login since O sec ago
8! g

@ sales +

Today's Invoice +  This Month Invoice ~  Today's Sale s—p  This Month Sale

E

1 Purchase + (o] 2 20.00 22.00
22 Customers +
Im  Suppliers + Sales + Create Invoice Manage Invoices
] Products + All
E E-Invoice > Amount Date Customer Invoice Number Status Actions
Er E-Way Bills - Z1.01 18-07-2024 [removed]alert(1)[removed] (9892672239) INV/12340002 m
+ Accounts + Z1.01 18-07-2024 [removed]alert(1)[removed] INV/0001 m
@ Inventory +

.

i 100% Safe & Secure!
Simple nvoice
Discover Prologic Invoice, the free GST billing software that helps you manage

inventory, file GST returns, and create professional invoices. Track sales, purchases,
and estimates in real-time, with E-Way Bill and E-Invoice features.

B O Type here to search
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16. Checklist (Test Cases Performed)

Sr. No. Vulnerability Name Vulnerable (Yes/No)
1 Account Lockout Policy Not Implemented No
2 An application sent Sensitive data in URL (GET) No
3 Anti-CSRF Token Missing No
4 Application Accepts Arbitrary Methods No
5 Application does not display Last Login Date and Time No
6 Application is accessible by IP address No
7 Application is Vulnerable to BEAST Attack No
8 Application is Vulnerable to BREACH Attack No
9 Application is Vulnerable to LOGJAM Attack No
10 Application is Vulnerable to LUCKY13 Attack No
11 Application is vulnerable to Non-HTML page accessible No
12 Application is Vulnerable to POODLE Attack No
13 Application is Vulnerable to RC4 Attack No
14 Application is Vulnerable to ROBOT Attack No
15 Application is Vulnerable to Secure Renegotiation No
16 Application is Vulnerable to SWEET32 Attack No
17 Application is Vulnerable to TLS_FALLBACK_SCSV Attack No
18 ASP.NET Debugging Enabled No
19 Authentication Bypass (Blind SQL Injection) No
20 Authentication Bypass by Response Manipulation No
21 Auto-Complete Enabled No
22 Back Button Policy Enabled (Browser Back Refresh Attack) No
23 Banner Grabbing No
24 Broken Access Control (Improper Authorization) No
25 Broken Authentication (Forced Browsing) No
26 Broken Authentication (Improper Session Management) No
27 Broken Links No
28 Buffer Overflow No
29 Business Logic Error (Business Logic Flaw) No
30 CAPTCHA Bypass No
31 Click-Jacking Attack No
32 Content Spooking Attack No
33 CORS Misconfiguration No
34 Credentials Transmitted to Server in Plain Text No
35 Cross Site Scripting (XSS) No
36 CSRF (Cross-Site Request Forgery) No
37 Database Dump using sqlmap No
38 Database is Unencrypted No
39 Default Credentials been Used No
40 Directory Listing No
41 Directory Traversal No
42 Documentation File Found No
43 Email Harvesting No
44 File Upload - Content-Type Restriction Bypass No
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45 File Upload - Double Extension File Upload Vulnerability No
46 File Upload - Magic Number File Upload No
47 File Upload - Malicious File Upload No
48 File Upload - No Size Restriction No
49 File Upload - Null Byte Extension No
50 File Upload - Unrestricted File Upload No
51 Functionality Issue No
52 Hardcoded Secret No
53 HTTP Parameter Pollution No
54 HTTP Request Smuggling No
55 IDOR No
56 Improper Error Handling No
57 Improper Input Validation No
58 Information Disclosure No
59 Information Disclosure (Hardcoded Version) No
60 Information Exposure through Query Strings in URL No
61 Injection - CSS Injection No
62 Injection - CSV Injection No
63 Injection - Host Header Injection No
64 Injection - HTML Injection No
65 Injection - iFrame Injection No
66 Injection - Link Injection No
67 Injection - OS Command Injection No
68 Injection - Server-side Template Injection (SSTI) No
69 Injection - XML Injection No
70 Insecure Change Password Functionality No
71 Insecure Communication (SSL is Not Implemented) No
72 Internal Full Path Disclosure No
73 Internal IP Disclosure No
74 Local File Inclusion (LFI) No
75 Method Interchange Attack (POST to GET) No
76 Missing Cache-Control Header No
77 Missing Content Security Policy (CSP) Header No
78 Missing Expires Header No
79 Missing HTTP Strict-Transport-Security (HSTS) Header No
80 Missing Permissions-Policy Header No
81 Missing Pragma Header No
82 Missing Referrer-Policy Header No
83 Missing X-Content-Type-Options Header No
84 Missing X-Frame-Options Header No
85 Missing X-Permitted-Cross-Domain-Policies No
86 Missing X-XSS-Protection Header No
87 OTP can be Brute Force No
88 Out-Of-Date Component Version No
89 Parameter Tampering No
90 Password Revealed in Response No
91 Possible Brute Force Attack — CAPTCHA Not Found No
92 Privilege Escalation No

58 Essential Infosec Pvt. Ltd. Confidential




Prologic Web Solution Private Limited - Prologic E Invoice Web Application VAPT Final Report

93 Race Condition No
94 Rate Limit is Not Implemented No
95 Remote Code Execution (RCE) No
96 Remote File Inclusion (RFI) No
97 Second Factor Authentication (2FA) Not Implemented No
98 Security Misconfiguration No
99 Sensitive Files Disclosure No
100 Sensitive Information Disclosed in Response No
101 Sensitive Page Disclosure No
102 Server Returns 403 Forbidden Response or Error No
103 Server-Side Validations are not in Place No
104 Session Cookie HttpOnly Attribute Not Set No
105 Session Cookie SameSite Attribute Not Set No
106 Session Cookie Secure Attribute Not Set No
107 Session Fixation No
108 Session ID remains constant before login and after logout No
109 Session Timeout is High or Not Implemented No
110 Simultaneous Login Enabled (Concurrent Login Allowed) No
111 SQL Injection (Boolean-based Blind SQL Injection) No
112 SQL Injection (Error Based SQL Injection) No
113 SQL Injection (Time-based Blind SQL Injection) No
114 SQL Injection (Union Based SQL Injection) No
115 SQL Wildcard Attack No
116 SSL Version 2.0 Protocol Detection No
117 SSL Version 3.0 Protocol Detection No
118 SSRF No
119 Stack Trace Error No
120 Test Script Page Available on Server No
121 TLS Version 1.0 Protocol Detection No
122 TLS Version 1.1 Protocol Detection No
123 Unrestricted Field Length No
124 Unwanted HTTP Methods Enabled No
125 User can set New Password as Old Password No
126 User Enumeration No
127 Version Disclosure No
128 Vulnerable Component Used No
129 Weak Ciphers Enabled No
130 Weak Encoding is Used No
131 Weak Password Policy No
132 XML External Entity (XXE) No
133 XMLRPC.php File Found No
Table 4
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17. General References

Application Security Standard —

https://owasp.org/Top10/

https://www.sans.org/top25-software-errors/

https://cert-in.org.in/

Hardening of Servers —

https://geekflare.com/apache-web-server-hardening-security/

https://geekflare.com/apache-tomcat-hardening-and-security-guide/

https://geekflare.com/nginx-webserver-security-hardening-guide/

https://geekflare.com/ibm-http-server-security-guide/
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18. Appendices

Table 1: SEVERITY LEVEL INFORMATION AND DESCRIPTION (CVSS SCORE)
Table 2: OWASP TOP 10 AND SANS CWE TOP 25

Table 3: VULNERABILITY SUMMARY KEY FINDINGS

Table 4: CHECKLIST (TEST CASES SUMMARY)

Figure 1: ASSESSMENT APPROACH

Figure 2: RISK LEVEL INFORMATION AND NECESSARY ACTIONS

Figure 3: GRAPHICAL REPRESENTATION OF VULNERABILITY SUMMARY
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